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Azerbaijani British College — CCTV Policy

1. PURPOSE

The Purpose of this policy is to regulate the management, operation and use of the CCTV
system (Closed Circuit Television) at Azerbaijan British College.

CCTV surveillance at the School is intended for the purposes of:

e protecting the School buildings and school assets, both during and after school
hours;

e promoting the health and safety of staff, pupils and visitors as well as for monitoring
student behaviour;

e preventing bullying;

e reducing the incidence of crime and anti-social behaviour (including theft and
vandalism);

e supporting the police in a bid to deter and detect crime;

e assisting in identifying, apprehending and prosecuting offenders; and

e ensuring that the School rules are respected so that the School can be properly
managed.

The CCTV system is owned and operated by the School, the deployment of which is
determined by the Board of Directors. The system does not have sound recording
capability.

The introduction of, or changes to, CCTV monitoring will be subject to consultation with
staff and members of the School community.

All authorised operators and employees with access to images are aware of the procedures
that need to be followed when accessing the recorded images. All operators are made aware
of their responsibilities in keeping with safe practice. All employees are aware of the
restrictions in relation to access to, and disclosure of recorded images.

2. SCOPE

This policy relates directly to the location and use of CCTV and the monitoring, recording
and subsequent use of such recorded material. The School complies with the code of
practice in the Republic of Azerbaijan to ensure it is used responsibly and safeguards both
trust and confidence in its use.

CCTV monitoring of public areas for security purposes will be conducted in a manner
consistent with all existing policies and related legislation. Video monitoring of public areas
for security purposes within school premises is limited to uses that do not violate the
individual’s reasonable expectation to privacy. All CCTV systems and associated equipment
will be required to be compliant with this policy following its adoption by the School.
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Recognisable images captured by CCTV systems are ‘personal data’. They are therefore
subject to the provisions of the General Data Protection Regulation and Data Protection
Acts.

3. LOCATION OF CAMERAS

The cameras are sited so that they only capture images relevant to the purposes for which
they have been installed (as described above), and care will be taken to ensure that
reasonable privacy expectations are not violated. The School will ensure that the location of
equipment is carefully considered to ensure that the images captured comply with the
legislation. The School will make every effort to position the cameras so that their coverage
is restricted to the School premises, which includes both indoor and outdoor areas.

4. ACCESS TO CCTV IMAGES

Access to the recorded images system software and cameras (live and recorded) will be
restricted to the staff authorised to view. This ‘licence holders’ include;

e Chairman of the Board

e General Manager

e Head of Security, Health & Safety
e Principal

e Security Staff

Supervising the access and maintenance of the CCTV System is the responsibility of the
General Manager. The General Manager may delegate the administration of the CCTV
System to another staff member, e.g Head of Security, Health and Safety.

When CCTV recordings are being viewed by staff, it is always in the presence of authorised
staff.

5. VIDEO ACCESS REQUESTS (VAR)

Parents do not have the right to see the CCTV video footage based on security and
particularly safeguarding grounds. In rare and exceptional circumstances there may be
sound reason for parents to make a VAR. Parents may make a VAR to the General Manager.
The decision whether to show the footage and grant the VAR is taken by the General
Manager in consultation with the Principal.

The School reserves the right to refuse a VAR where it is not required, there is insufficient

reason, it would compromise safeguarding, prejudice the legal rights of other individuals or
jeopardise an on-going investigation.
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6. ACCESS AND DISCLOSURE OF IMAGES TO THIRD PARTIES

There will be no disclosure of recorded data to third parties other than authorised personnel
such as the Police. If an order is granted by a Court for disclosure of CCTV images, then this
should be complied with. However, very careful consideration must be given to exactly what
the Court order requires. If there are any concerns as to disclosure, then the General
Manager should be contacted in the first instance and appropriate legal advice may be
required.

7. RESPONSIBILITIES

The General Manager:
e Ensure that the use of CCTV systems is implemented in accordance with this policy.

e Oversee and co-ordinate the use of CCTV monitoring for safety and security purposes
within the School.

e Ensure that all existing CCTV monitoring systems will be evaluated for compliance with
this policy.

e Ensure that the CCTV monitoring is consistent with the highest standards and
protections.

e Review camera locations and be responsible for the release of any information or
recorded CCTV materials stored in compliance with this policy.

e Maintain a record of access (e.g. an access log) to or the release of tapes or any
material recorded or stored in the system.

e Ensure that the perimeter of view from fixed location cameras conforms to
this policy both internally and externally.

e Give consideration to both students and staff feedback/complaints regarding
possible invasion of privacy or confidentiality due to the location of a particular CCTV
camera or associated equipment.

e Ensure that images recorded on tapes/DVDs/digital recordings are stored securely
and are then erased unless required as part of a criminal investigation or court
proceedings (criminal or civil).

e Ensure that camera control is not infringing an individual’s reasonable expectation
of privacy in public areas.
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“Azerbaijan British College” Tahsil Kompleksinin Video misahida siyasati

1. Magsad

Bu siyasatin maqgsadi “Azerbaijan British College” Tahsil Kompleksinda video misahida
sisteminin idaraedilmasini, istismarini va istifadasini tanzimlamakdir.

Video miisahide maktabda asagidaki maqgsadlar Uglin istifads olunur:

e dars saatlari vo ondan sonraki muiddat arzinds maktab binasinin va resurslarinin
gorunmasi;

* maktab heyatinin va sagirdlarinin, ziyaratgilarin saglamligini va tahliikasizliyini tasviq
etmak, hamginin sagird davranislarina nazarat etmak;

e zorakiligin garsisinin alinmasi;

e cinayat, ogurluqg va vandalizm da daxil olmaqgla comiyyats zidd olan davranis hallarinin
azadilmasi;

e cinayatin askarlanmasi va garsisinin alinmasinda polisa dastak olmag;

e cinayat hadisasini toratmis saxslarin miiayyan edilmasindas, tutulmasinda ve miihakima
olunmasinda komak etmak;

e maktabin dlizglin idara olunmasi Uglin maktab gaydalarina riayat olunmasini tamin
etmak.

Maktabimizin idara Heyatinin garari ila qurasdirilmis video miisahids sistemi maktaba
maxsusdur va yalniz maktab tarafindan idara olunur. Sistem sas yazma funksiyasina malik
deyil.

Video miisahida sisteminin isa salinmasi, ona edilan dizalislar va monitoring maktabin
isci heyati va maktab icmasi ile miizakira edilacak.

Videolara cixisi olan bitiin salahiyyatli operatorlar va heyat iscilar geyda alinmis videolara
baxis kegirarkan riayat olunmali biitiin prosedurlardan xabardardirlar. Bitiin operatorlar
tahliikasiz tacribaya uygun olaraq 6z masuliyyatlarini dark edirlar. Bltlin heyat isgilar
geyda alinmis video gorintilara giris va onlarin aciglanmasi ila bagh mahdudiyystlardan
xabardardirlar.

2. 9hata dairasi

Bu siyasat bilavasita video miisahidanin yeri va onun monitoringi, gorintilarin geyda
alinmasi va onlarin daha sonraki istifadasi ile baglidir. Maktab video misahidanin
istifadesina masuliyyatla yanasmaq magqgsadila Azarbaycan Respublikasinin tacriiba
kodeksina amal edir, ondan istifade zamani inam va aminliyi goruyur.

Mihafiza magsadila ictimai arazilarin video miusahidasi monitoringi bitiin moévcud
siyasatlara va mivafiqg ganunvericiliya uygun sakilda aparilacag. Maktab binalari daxilinda
miihafize maqgsadila geyda alinan bitin video gorintilar fardin maxfiliyini goruyub
saxlayir. Siyasatin gabul olundugu glindan etibaran biitin video misahida sistemlari va
avadanliglarinin yazilmis qaydalara uygunlugu tamin olunacag.
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Misahide kameralari vasitasile geyds alinan bitiin video goruntilar maxfi sakilds
gorunub saxlanilir. Buna géra da gorintilar Umumi malumatlarin gorunmasi qaydalarinin
va Mbalumatlarin miihafizasi aktinin middaalarina uygun sakilda gorunub saxlanilir.

3. Miisahida kameralarinin yeri

Kameralar yalniz yuxarida sadalanan magqgsadlarla maxfiliyin qorunmasi sartlari altinda
xUsusi yerlarda qurasdirihb. Maktab geyds alinan gorintilarin  ganunvericiliya
uygunlugunu tamin etmak Ug¢ln avadanlhiglarin yerini nazardan keciracak. Maktab gapal
va aglq arazilar da daxil olmaqla 6z hidudlari ¢argivasinda video miisahida kameralarinin
qgurasdirilmasi tglin har clir say gostaracak.

4. Video goriintiilara giris

Canli video misahideysa va qeyda alinmis video gorintilar sistemina giris
mahdudlasdirilacag. Sistema girisi olacaq salahiyyatli saxslar asagidakilardir:

idars Heyatinin sadri

Bas menecer

Muhafiza va goruma rahbari
Direktor

Miuhafiza isgilari

Misahida sistemina giris va ona nazarat bas menecerin masuliyyatidir. Bas menecer video
misahida sisteminin idaraedilmasini digar bir saxsa (mas: Miihafiza ve goruma rahbarina)
havala eda bilar.

Heyat iscilor video misahida goruntilarina yalniz salahiyyatli saxslarin istiraki ilo baxa
bilarlar.

5. Video miisahidaya giris qurgulari (VAR)

Valideynlara mihafiza va goruma maqgsadli video miisahida gorintilarini gérmak icazasi
verilmir. Nadir va mistasna hallarda, tutarli ssbab oldugda valideynlar video yaziya
baxmagq Ulg¢lin miracist (VBM ) eda bilarlar. Bu halda valideyn bas menecera miiracist
etmalidir. Valideynin miuracistine cavab olarag video yazini gostarib godstarmamak
haqqinda garari bas menecer Direktorla maslahatlasdikdan sonra gabul edir.

Maktab zarurat olmadigi halda, yetarinca tutarl sabab gostarilmadiyinda, tahliikasizlik
gaydalarina uygun olmadigda, basqalarinin ganuni hiquglarinin pozulmasi va ya davam
edan arasdirmani tahliks altina aldigl tagdirde VBM-i radd etmak hiiququnu 6zlinda
saxlayir.
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6. Video goriintiilarin ligiincii taraflarla paylasiimasi

Qeyda alinmis gorintilar polis va ya digar salahiyyatli saxslar istisna olmagla heg bir
Uclincl taraflo paylasilmayacaq. Video misahida gorintularina baxis kegirilmasi Gglin
mahkama tarafinden amr verilarsa, buna amal olunacag. Bununla bels, mahkama
gararinin tam olaraqg nayi talab etdiyi diggatle nazardan kegirilmalidir. Agiglama ils bagh
yaranan har hansi naraziligla bagh ilk novbads bas menecerls alaga saxlaniimalidir.
Movcud vaziyyatla bagh bas menecer mivafiq hliquqi maslahatlar vera bilar.

7. Masuliyyatlar
Maktabin bas menecerinin Gzarina diigan masuliyyatlar asagida sadalananlardir:

e Video musahida sistemlarinin bu siyasata uygun istifadasini tamin etmak;

e Moaktab daxilinde miuhafiza maqsadlari lglin qurasdirilmis video miusahida
sistemlarindan istifadaya nazarat etmak;

e Bitlin video misahida sistemlarinin bu siyasata uygunlugunun dayarlandirilmasini
tamin etmak;

e Video miusahida sistemlarinin an yilksak standartlara va qoruma gaydalarina
uygun olmasini tamin etmak;

e Kameralarin qurasdirildigl yerlarin nazardan kegirilmasi va geyda alinmis video
goruntilarin bu siyasata uygun olaraq saxlanilmasi va ona baxiimasina
cavabdehlik;

e Sistemda geyda alinib saxlanilan video goriintii yazilarina va yaxud har hansi digar
materiala giris va ya ona baxilma geydlarinin saxlaniimasi;

e Qurasdirilmis kameralarin daxili va xarici gorlnls perimetrinin bu siyasata
uygunlugundan amin olmag;

e Qurasdiriimis har hansi miisahida kamerasinin va ya onunla alagali avadanligin yeri
ilo alagadar maxfilik va yaxud movcud moaxfiliyin pozulmasi ile bagh ham
sagirdlarin, ham da isci heyatin rayina va sikayatlarina diggat etmak;

e Qeyds alinmis video goriintilarin kasetlara, DVD-lara va ya ragamsal geydlara
yazilaraq tahliikasiz sakilde saxlanmasini va daha sonraki dévrlarda cinayat vo
yaxud mahkama prosesinin (cinayat va ya milki) bir hissasi kimi talab olunmadigi
taqgdirda silinmasinin tamin olunmasi;

e Kamera nazaratinin fardin maxfiliya dair gozlantilarini pozmadigindan amin
olmag.

Hsyncldd ©



